BELDEN

SENDING ALL THE RIGHT SIGNALS

Configuring a network of 10RX and remote end DX940 to
support encapsulation of GOOSE Tunneling messages over
IPSec VPN
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10RX and DX940 GOOSE Tunneling over IPSec configuration steps

This example steps through the various configuration screens for setting up a sample network involving a 10RX
and a remote end DX940 connected through an Ethernet and passing GOOSE Tunneling messages over an IPSec
VPN tunnel. Whilst this example shows the steps using a 10RX and DX940 the configuration steps would be
identical across all RX and DX platforms including the 5RX and 10XTS models.

Summary of steps

Define network interfaces

Define IP addresses

GOOSE tunneling settings

Verifying unencrypted GOOSE traffic
IPSec VPN tunnel settings

Verifying encrypted GOOSE traffic
Save Configuration Changes

=4 =4 =8 =8 -8 -8 -9
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1.0 Protocol overview

Generic Object-Oriented Substation Event (GOOSE) messages transfer data over a substation network in a
multicast Ethernet frame in the range 01:0C:CD:01:00:00 to 01:0C:CD:01:01:FF. GOOSE messages are fast,
reliable and sent at the highest 802.1p priority to try to minimize latency. Additionally, a GOOSE message
retransmits with varying and increasing interval until a new event occurs within the same GOOSE dataset
element. A state number within the GOOSE protocol indicates whether a packet is a new event or a mission.

GOOSE Tunneling uses network infrastructure to transmit data between networks. The GOOSE source listens
for packets with configured GOOSE multicast destinations. These messages are encapsulated in a UDP
payload and sent over the IP network. Remote GOOSE tunneling process or the GOOSE sink receives the
UDP packets, decapsulates, and re-transmits them on the remote LAN. The GOOSE packet transmitted on the
remote LAN is identical in every way to the original GOOSE packet (including the source and destination
MACs).

Transmitting GOOSE UDP messages over an IPSec tunnel has become a standard and is important for security
and integrity of network messages.

Management Site AEMS
Workstation GOOSE Controller

B n

Vlan1:192.168.1.2

Gi3/1:100.0.0.1

Service Provider
MPLS Cloud

Magnum 10RX

E3:100.0.0.2
Magnum DX940

Vlan1:192.168.1.9

B 2

Management Substation RTU
Workstation GOOSE Slave

Figure 1: Sample substation network for GOOSE over IPSec
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2.0 Define network interfaces

Following interfaces and IP Addressing is used on Magnum 10RX:
- Vlan 1 is assigned IP address 192.168.1.2
- Gi 1/1 is a switch port and connected to the management terminal
- Gi 3/l isarouter port with IP 100.0.0.1 which is connected to remote DX940. This interface acts as
the WAN interface for 10RX
- Gi3/2isalocal LAN port for receiving layer 2 GOOSE Frames

Following interfaces and IP Addressing is used on Magnum DX940:
- Vlan 1isassigned IP address 192.168.1.9
- E6 is aswitch port and connected to the management terminal
- E3isarouter port with IP 100.0.0.2 which is connected to remote 10RX. This interface acts as the
WAN interface for DX940
- E4isalocal LAN port for receiving layer 2 GOOSE Frames

3.0 Define IP Addresses on 10RX

On a 10RX, if this is a new unit the factory default IP address is 192.168.1.2. Below screen shot is the factory
default settings view of 10RX.

Port Settings

Home
M Administration
[ Ethemet

Link

I Ports Link . Switch Auto- .
) Select Port Status Admin State Port Mode Uu#):pwn Port Type Negotiation Speed  Duplexity Mac Address
Gitn @ |up v | [Hybria v | [1500 Enabled ¥ | [Switch Port v | [Enabled v | [100
emet Stalistics Giz1 @ [Down v |[Hybrid v | [1500 Enabled ¥ | [Switch Port ¥ | [Enabled v | [ 100
* Clear Statistics Gzt @ [Down v [Hybrid v | [1500 Enabled ¥ | [Switch Port ¥ | [Enabled v | [100
E*:‘fLAN Gizz @ | Doun v | [Hybrid v | [1500 Enabled ¥ | |Switch Port ¥ | |Enabled ¥ | | 100i
. ::sp G5t @ (Down v |[Hybrid v | [1500 Enabled ¥ | [Switch Port ¥ | [Enabled ¥ | | 100C
HIMSTP ® G52 € [pown v |Hyond v | [1500 Enabled ¥ | [Switch Port ¥ | [Enabled ¥ | | 1000
MRrsTP
P
- HOP Apply| Refresh

HGOOSE
Flwan
M serial

Pl security

Now enable port Gi 3/1 to allow remote connectivity with the DX940. This is a 3 step procedure.
- Ensure Gi 3/1 is “down” administratively.

- Now change the port type to “Router port”. Click “Apply”.

- Now change admin state to “Up”. Click “Apply”.

Ensure the port link status turns green indicating the operational status as UP.
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Port Settings

Home
[ Agministration
[ Ethernet
Elports
« Seftings
* Media

Link Auto
Up/Down Port Type 0 Speed  Duplexity Mac Address
Trap Negotiation

Link Switch

Select Port Status Admin State Port Mode

Gi1/ Hybrid ¥ Enabled ¥

hPort v | |Enabled ¥

Gz1 & v | [Hybrid ¥

Gyt Q v | [Hyb er Port v | |Enabled ¥

Gz & v | |Hybrid ¥ ch Port ¥ | | Enabled v

G5l & v | [Hybrid ¥ ch Port ¥ | |Enabled ¥
(4] b

FIMSTP Gi512 Hybrid ¥ Enabled ¥ | |Switch Port v | [Enabled ¥
tRsTP
I

+ HOP

Apply| Refresh
GOOSE

FlwaN

[ Serial

[ Routing

Haos

M security

Now enable port Gi 3/2. This is the port in local LAN that would receive L2 GOOSE frames from the master
station. All GOOSE messages received on this interface would be tunneled into UDP and sent to remote
DX940.

Enabling Gi 3/2 is a single step procedure. Simply change Admin State of Gi 3/2 to Up and hit “Apply”.

Port Settings

Home
Il Administration
[l Ethernat
FHPporis
« Seftings
* Media
* Interface Statistics
« Ethemet istics
* Clear Statistics
My AN
FevrpP
. sTP
HysTp
MrsTP

FlLLoP
+ HDP Apply| Refresh

Switch ! Auto-

Select Port Admin State Mac Address

Port Mode Negotiation SPeed  Duplexity

Enabled ¥
Enabled ¥

Enabled ¥ | [Switch Port ¥ | | Enabled ¥

MGoose
Flwan
M serial
[ Routing
o
Pl security

Ensure the port link status turns green indicating the operational status as UP.

The last step in IP Address configuration is allocating IP address to the Gigabit WAN port Gi 3/1. In our
network example this has been assigned 100.0.0.1. Select Gi 3/1 from Interface ID drop down. Specify the IP
Address and Subnet mask and click “Modify”.

IPv4 Interface Addresses
Home

[l Administration
[ Ethemet
Blwan
[ serial
[l Routing
P
+ Addresses
* Routes
*+ VLAN Interfaces
+ Tunnel Interfaces
= Loopback Interfaces
MDHCP Server
Hrip

Interface ID
IP Address
Subnet Mask

Address Type Primary

Modify| Reset

Select Interface ID IP Address SubnetMask Broadcast Address Address Type

Mospr Gian 100.0.0.1 255.255.255.0 100.0.0.255 Primary
lTe 0 viani  192.168.1.2 2552552550  192.168.1.255 v
MTRACK

HvRRP

MITCP Muiticast Delete| Refresh

MRRD
Haes
[* security
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4.0 Define IP Addresses on DX940

)

On a DX940, if this is a new unit the factory default IP address is 192.168.1.2. In our configuration example
we have changed default IP to 192.168.1.9.

First change the Admin Status of ports E3 and E4 to Enabled. Click “Apply Settings”. Port E3 is a router port
that would be connected to the remote end 10RX. Port E4 would be a local LAN port from where GOOSE
Frames would be received from the RTU.

« Virtual Front Panel Ethernet : Ports : Settings

1 Administration

1 Events

-1 Ethemnet

-1 Ports

Settings
Status
Summary
Statistics
Extended

. Flow Admin
Media Type conrol  "F7 spatus

Ethemnet-01 Unknown Disabled Disabled Disabled
Ethemet-02 Unknown Disabled Disabled Disabled

Port ID Port Name

Disabled v | Disabled | Enabled v

Ethernet-03 Autoneg

Statistics
Mirroring

Ethernet-04 Autoneg Disabled v | Disabled Enabled v

Rate Limits Ethernet-05 Autoneg Disabled v | Disabled Disabled v

Ethernet-06 Autoneg Disabled v | Disabled Enabled v

Reset Settings || Apply Settings

1 Wizards

Since port E3 would be a WAN port it needs to be changed to unbridged mode. Change “Bridged?” to No and
hit “Apply Settings”.

Ethernet : Bridge : Port Settings

« Virtual Front Panel
[+ Administration
[+1 Events
-1 Ethemet
I+ Ports
[-1 Bridge
= Global Settings
« Port Settings
» Static MACs
» Station Cache
I RSTP
1V ANS
#1 GOOSE

Bridged?

Reset Settings || Apply Settings

[+1 Security
[+1 Wizards

Allocate IP address 100.0.0.2 to the port E3.

www.belden.com
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Routing : IP Addresses

« Virtual Front Panel
[+1 Administration

Interface DHCP? Address Remote Address System  Status

Default No v | 19216819

[ Cellular
1 ppp
-1 Routing
» IP Addresses
= Static Routes Other Ootions
= Table
= ARP Table Refresh || Reset Settings || Apply Settings
HIRIP
41VRRP
41 NAT
[+ DHCP Client
[+ DHCP Server
B GRE
B IGMP
HLIDP
] Backup Manager
1008
1 Security
1 Wizards

E3 100.0.0.2

Ensure the IP connectivity between the two systems by running a ping from 10RX terminal to remote DX940.

Login to a 10RX from management station ssh manager@192.168.1.2, run ping 100.0.0.2. It should pass.

" -
£ 192.168.1.2 - PuTTY =E

5.0 GOOSE Tunnel Settings on a 10RX

Setting up GOOSE tunnel on a 10RX requires a user to enter 3 parameters:

- The interface over which GOOSE Frames would be received from the local RTU
- The multicast MAC address of those messages

- The remote IP to which GOOSE messages need to be tunneled across.

In this example GOOSE messages with MAC address 01:0c:cd:01:00:00 would be received on Gi 3/2 and need
to be tunneled to remote DX940 IP 100.0.0.2.

www.belden.com
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GOOSE Tunnel Configuration

Home
] Administration
1 Ethernet Interface Name | Select v
Hpors b
FIVLAN MAC Address
HGVRP Remote IP 0.0.0.0
+ gTP
HmsTP
MRsTP Create| Reset|
Hlop
+ HDP
H C"O‘?‘Si | et Select Interface Name MAC Address Remote IP
* Global Settings . i3 o] 1
+ Event Threshold Gi32 01:0c:cd:01:00:00 00.00.2
*+ Tunnels
+ Local Statistics
Delete| Refresh
+ Remote Statistics —j —J

+ Latency Statistics
+ General Statistics
Flwan
M serial
FIRouting
taos
M security

6.0 GOOSE Tunnel Settings on a DX940

Similar to the configuration on 10RX, DX940 requires a user to enter 3 parameters:

- The interface over which GOOSE Frames would be received from the local RTU
- The multicast MAC address of those messages

- The remote IP to which GOOSE messages need to be tunneled across.

In this example GOOSE messages with MAC address 01:0c:cd:01:00:00 would be received on E4 and need to
be tunneled to remote 10RX IP 100.0.0.1.

« Virtual Front Panel Ethernet : Goose : Tunnel Settings

[+ Administration

I+] Eyents Add Tunnel

-1 Ethemet
[+ Pors
I+] Bridge

Interface Multicast Address Remote Address

relay v | 01:0C:CD:01:00:00

Reset Settings || Apply Settings

Tunnel Settings Existing Tunnels
Local Statistics

« Remote Statistics
General Statistics
Latency Statistics

Multicast Remote

Interface Address Address

Delete

E4 01:0C:CD:01:00:00 100.0.0.1

Reset Settings || Apply Settings

41 Security
B+ Wizards

Once the configuration is complete, you can test the sample network by sending GOOSE messages from one
of the RTUs connected to DX940 and ensuring that the same messages get delivered to the master connected at
10RX. Use protocol analyzer feature on both 10RX and DX940 to ensure proper GOOSE tunneled messages
are received.

Login to a 10RX from management station ssh manager@192.168.1.2. Execute the below command to see live
capture of GOOSE Frames on receiving interface Gi 3/2.

www.belden.com
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PP 192.168.1.2 - PuTTY

You can observe in the above capture, a GOOSE Frame with ethertype 0x88b8 is received on the interface Gi
3/2. Now stop this capture by pressing “q”, and start similar capture on the WAN interface Gi 3/1.

www.belden.com
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#P 192.168.1.2 - PUTTY (=[5 [

Here you can observe the GOOSE Frames are encapsulated in UDP packets with default port 54321.

You can capture the similar packets at the DX940 end as well. Login to a DX940 from management station ssh
manager@192.168.1.9. Start the monitor by running the commands as shown below.

EP 192.168.1.9 - PuTT¥ o

10

www.belden.com


mailto:manager@192.168.1.9

SENDING ALL THE RIGHT SIGNALS _

This verifies that end-to-end GOOSE tunnel is through. Now the next step is to encapsulate these GOOSE
UDP messages into an IPSec VPN tunnel.

7.0 IPSec Settings on a 10RX

IPSec VPN is a way of tunneling encrypted data over a WAN connection. Configuration of IPSec requires 3

major steps to be completed:

- Specifying which traffic needs to be sent over this tunnel. In our sample example, the only message is
GOOSE UDP message generated by these routing devices themselves.

- Exchange of security keys between the two endpoints. These keys are used to encrypt the data exchanged
between the two end devices. The end points here are 10RX and DX940.

- Creation of security association between the two end points. This basically creates a tunnel between them.

Corresponding to these steps above there are webpage that need to be configured on a 10RX.
First in order to specify the traffic that needs to pass that tunnel, an access list needs to be created.

Access list has following mandatory parameters:

- ACL Name

- Type of protocol that needs to be sent over the tunnel. In our case since this is a GOOSE UDP message,
the protocol would be UDP (17).

- Source IP address of this traffic. In this case it is 100.0.0.1 which is the IP address of Gigabit WAN
interface.

- Destination IP address, which is 100.0.0.2. This is the IP address of the remote end DX940.

Access List Management
Home

Il Administration

FEthemet

[ Firewall-NAT
+ Policy

* NAT Object Groups
*+ Access Lists
* Firewall-NAT Groups

HRADIUS
[UECTE

ACL name

Line number

ACL remark

Policy

ACL Configuration Type
Protocol Input Type
Protocol Name/Number
Protocol Object Group
ICMP Type

Status

goose  *

10

PERMIT v

Advanced v

Name/Nun ¥

17

NONE

Active

v

Source Network Input Type | HOST
Source Host IP 100.0.0.1
Source IP address

Source IP Netmask

Network Object Group None
Source Port Input Type None
Source Port Operator Type

Source Port Low 0
Source Port High

Service Object Group Name | [one

Modify| Delete] Refresh %]

v Destination Network Input Type | HOST v

Destination Host IP 100.0.0.2
Destination IP address

Destination IP Netmask

Network Object Group None
Destination Port Input Type None M
Destination Port Operator

Destination Port Low 0
Destination Port High

Service Object Group Name None

Second step is to set up security key exchange between the two end points. The protocol used for key exchange
is IKE (Internet Key Exchange). Following information needs to be filled in:
- Name of the IKE profile. A profile is a collection of IKE parameters

- Type of encryption chosen. It is 3DES in this case.
- Type of Hash algorithm chosen. It is SHA-1 in this case.
- The Diffie-Hellman group. 2 in this case.

- Rest options can be left default.

11
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IKE Profile Basic Settings

Home
1] Administration
B Ethemet Name
Flwan
Encryption | 3DE: v
[ Serial yp 3DES
[ Routing Hash SHA-1 v
Faos Group 2 v
Flse
m;g’:’ PFS 2 B
+ IKE Profile Lifetime | 23300
+ IPSec Proposal DPD 30
+ Crypto Map
-1
+ IPSec SA
I Firewall Create| Reset

+ TACA(
rADIUS
FssL

Select Encryption Hash Group

goose 3DES ¥ SHA-1 v | |2 v||2 v | |28300 30

Apply| Delete| Refresn|

The third step involves creating an IPSec tunnel between the end points. Following are the procedure steps for
this configuration:

- Setup IPSec proposal between the two end points. This basically specified the encryption protocol and
Hash to be used for the messages

- Bind the IKE settings, IPSec profile settings and ACL via the means of a crypto map.

- Specify the tunnel end point IP addresses and Passphase between them.

IPSec Proposal Basic Settings
Home

¥ Administration

F Ethernet

Flwan

I Serial

M Routing

HMaos

[ security

EliPsec

+ |IKE Profile
+ IPSec Proposal
+ Crypto Map

Name

Encryptien

Hash

Lifetime

Create| Reset

* IKE SA
+ IPSec SA Encryption Hash Lifetime
M Firewall-NAT = |goose 3DE8 v | sHA1 v |28200

* TAC
MRraDIUS
HssL Apply| Delete] Refresh

The below screen shot shows creation of crypto map.

Crypto Map Basic Settings

Home:
b Administration
1 Ethernet Name
Hwan
Flgerial IKE Profile one v
tl Routing IPSec Proposal | none v
taos Local IP
I Sex
il Peer IP
ACL none v
PSK
Confirm PSK

s

'S Create| Reset
RADIUS

L]
HssL

KE IPSec

Select Profile  Proposal Local IP Confirm PSK

goose goose ¥ | |goose ¥ | |100.0.0.1 100.0.0.2 gogse V| jeees | eeen

Apply) Delete| Refresh|

12
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Lastly in order to interop with DX940, 10RX needs to support IKEv1 as the key exchange protocol. IKEV2 is
the default latest standard it supports, however in order to be backward compatible with existing
implementation, user can set up the version 1 of IKE protocol.

In order to setup version 1, login to a 10RX from management station ssh manager@192.168.1.2. Execute the
below command:

8.0 IPSec Settings on a DX940

Similar to the configuration on 10RX, the IPSec on DX940 requires a user to enter 3 parameters:
- VPN Profiles to specify IKE parameters and encryption types

- Peer to peer authentication scheme involving password or certificates

- Setting up of VPN tunnels between the end points.

As the first step, a user is required to set up the VPN profile. The configuration parameters should match with
the ones at the remote end 10RX in order for the negotiations to be successful.

Security : VPN : Profiles

s Virtual Front Panel
C+1 Administration
Add Profile

DPD Poll

IKE Lifetime ESP ESP Lifetime
ESP Hash Time

(secs) Encryption (secs)

IKE Encryption  IKE Hash

DH Group

3DES v | |SHA v | |28800 3DES v | |SHA v | [3800 2 20

Reset Settings || Apply Settings

Existing Profiles

IKE Lifetime ESP
{secs) Encryption

ESP Lifetime DH DPD Poll
S¢

(B ] Group Time Delete

IKE Encryption  IKE Hash

ESP Hash

I Firewall
[+ RADIUS goose

3DES v | |SHA v 28300 3DES ¥ | |SHA v 3600 2 v 30

41 TACACS+
-1VP)
Resel Setfings = Apply Seftings

= Authentication
= Tunnels
= Status
« Details
41 Wizards

Second step is to specify authentication parameters. Here as well please ensure the settings should match
the ones at remote end 10RX.

13
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Security : VPN : Authentication

« Virtual Front Panel

1 Administration
Add Method

Preshared Key Preshared Key Verify Local Certificate

Reset Settings || Apply Settings

1 Security
41 Certificates Existing Methods
» Ethemnet Port

Preshared Key Preshared Key Verify Local Certificate Delete

gease PSK v

1 Firewall
1 RADIUS
Reset Settings || Apply Settings

» Authentication
= Tunnels
= Status
« Details
1 Wizards

Finally set up the tunnel end point IP addresses and bind the profiles and protocols together. Here the
source IP address is the local IP address of DX940 for the WAN interface. Remote IP is the address of
remote 10RX WAN interface.

User can choose protocol to be “any” or GRE based on the type of traffic that needs to be encapsulated
within IPSec tunnel.

Also user can choose to keep tunnel always UP which means even in case there is no user traffic that
flows through the tunnel, it would be kept up.

Security : VPN : Tunnels

« Virtual Frent Panel
Ji+1 Administration

41 Events Add Tunnel

Source Address Source Mask Destination Address  Destination Mask  Destination Gateway Profile Authentication Protocol Alvlf]mys

goose v| |goose v| any v| [No v

Reset Settings || Apply Settings

Existing VPN Tunnels

D Source Address Source Mask Desfination Address  Destination Mask Desfination Gateway Profile Authentication Protocol N‘S:ys Delete
1 Firewall
BIRADIIS 1 100002 255255255255 | [10000.1 235255285255 | [100001 goose v | [gooss v | [any v [Yes v
| Settings Reset Settings | | Apply Settings

« Profiles

« Authentication

» Tunnels

« Status

« Details
(41 Wizards

10.0 Configuration verification

Once all configuration parameters are entered, it can be verified whether the IPSec tunnel has successfully
come up between the two devices and the GOOSE messages are actually encrypted over that tunnel.

First user needs to check if the two end points have setup an IKE security association. This means whether
the internet keys have been exchanged or not.

On 10RX, below two screen shots indicate the Cookies exchanged between IKE initiator and responder
and association I1D. The second screen displays the tunnel end point parameters.

14
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IKE Security Association

Home

Il Administration

:::E'"'?m&‘ select IKESAID mialor ResPonder  nator cookie Responder Cookie "t L icime? i’:ag’r'i’;‘r’,:‘ AI:;;&," Detemed
WAN

¥l Seral o 2073808230 100.0.01 100.0.0.2 c7.§9.33.86.2e.ac.23.8a fc.32.78.40.4c.3bde.c3 28800 28778 3DES SHA-1  No

I Routing

FlQes Delete| Refrash
Fsecurity
Hlipsec
+ IKE Profile
« IPSec Proposal
+ Crypto Map
+ IKE'S
+ IPSec SA
Fl Firewall-NAT

+ TACACS
FMRaDIUS
BssL

IPSEC Security Association

Home
1l Administration
M Ethernet Source Source Destination Destination - - "

= Outbound Inbound QOutbound Inbound Maximum Remaining Encryption Hash
Elwan Select ™y D sPl s Adress Address Address ACISSS lifetime  Liletime Algorthm Algorithm
M gerial i L
[Routing o 7 8 777e466a 5d011062 100.0.0.1 100.0.0.1 100.0.0.2 100.0.0.2 3600 3599 3DES SHA-1
Maos

[ Security
Elipsec
+ IKE Profile
* IPSec Proposal
* Crypto Map
+ IKES
« IPSec SA
B Firewall-NAT
+ TACACS
HRADIUS
BssL

Delele| Refresh

On DX940, following screen display the VPN status and tunnel end point parameters:

« Virtual Front Panel Security : VPN : Status
+1 Administration

11 Events Tunnel Statistics

+1 Ethernet
1 Serial
1 WAN

. Time
Source Destination o
o Address Address Remaining Restart

{secs)
1 100.0.0.2 10D.0.0.1 3496

-1 Security
[+ Certificates Refresh || Apply Settings
« Ethemnet Port
= Senal/S5L
« Web Server
= Cl
&1 Firewall
BIRADIUS
[+ TACACS+
-1vpN
» Global Settings
Profiles
Authentication
nels

« Details
[ Wizards

15
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» Virtual Front Panel
1 Administration

1 Certificates
« Ethemet Port
Serialf3SL

VP!

Global Settings
Profiles
Authentication
Tunnels
Status
Details

1 Wizards

Security : VPN : Details

Source Destination Inbound Outbound Rem_ﬂininu Inbound Outbound
Address Address SPl SPl Packets Packets

(secs)
100.00.2 100.0.0.1 CS7I8E4C 716DDBGE 3598 4 [i]

Refresh

Finally similar to the step 6.0, login to a 10RX from management station ssh manager@192.168.1.2.
Execute the below command to see live capture of GOOSE Frames on receiving interface Gi 3/1.

It can be seen above that the GOOSE messages are now encapsulated within ESP header which is the

standard IP Header for IPSec tunnel encapsulation.

11.0 Download and Support Information

The latest MNS-DX and MNS-INOS manuals and firmware files are available at the following URL:

https://garrettcom-support.belden.eu.com.

For technical questions, support, quote, contact details and RMA requests, please visit

http://info.belden.com/garrettcom/technical-support
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