
 

   

 

How to: Configure GOOSE over IPSec between 10RX and DX940 

Configuring a network of 10RX and remote end DX940 to 

support encapsulation of GOOSE Tunneling messages over 

IPSec VPN 
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10RX and DX940 GOOSE Tunneling over IPSec configuration steps 

This example steps through the various configuration screens for setting up a sample network involving a 10RX 

and a remote end DX940 connected through an Ethernet and passing GOOSE Tunneling messages over an IPSec 

VPN tunnel. Whilst this example shows the steps using a 10RX and DX940 the configuration steps would be 

identical across all RX and DX platforms including the 5RX and 10XTS models. 

 

Summary of steps 
¶ Define network interfaces 

¶ Define IP addresses 

¶ GOOSE tunneling settings 

¶ Verifying unencrypted GOOSE traffic 

¶ IPSec VPN tunnel settings 

¶ Verifying encrypted GOOSE traffic 

¶ Save Configuration Changes 
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1.0 Protocol overview 
Generic Object-Oriented Substation Event (GOOSE) messages transfer data over a substation network in a 

multicast Ethernet frame in the range 01:0C:CD:01:00:00 to 01:0C:CD:01:01:FF. GOOSE messages are fast, 

reliable and sent at the highest 802.1p priority to try to minimize latency. Additionally, a GOOSE message 

retransmits with varying and increasing interval until a new event occurs within the same GOOSE dataset 

element. A state number within the GOOSE protocol indicates whether a packet is a new event or a mission. 

 

GOOSE Tunneling uses network infrastructure to transmit data between networks. The GOOSE source listens 

for packets with configured GOOSE multicast destinations. These messages are encapsulated in a UDP 

payload and sent over the IP network. Remote GOOSE tunneling process or the GOOSE sink receives the 

UDP packets, decapsulates, and re-transmits them on the remote LAN. The GOOSE packet transmitted on the 

remote LAN is identical in every way to the original GOOSE packet (including the source and destination 

MACs). 

 

Transmitting GOOSE UDP messages over an IPSec tunnel has become a standard and is important for security 

and integrity of network messages. 

 

 
Figure 1: Sample substation network for GOOSE over IPSec  

  



  

  www.belden.com 

   

 

4 

2.0 Define network interfaces 
Following interfaces and IP Addressing is used on Magnum 10RX: 

- Vlan 1 is assigned IP address 192.168.1.2 

- Gi 1/1 is a switch port and connected to the management terminal 

- Gi 3/1 is a router port with IP 100.0.0.1 which is connected to remote DX940. This interface acts as 

the WAN interface for 10RX 

- Gi 3/2 is a local LAN port for receiving layer 2 GOOSE Frames 

 

Following interfaces and IP Addressing is used on Magnum DX940: 

- Vlan 1 is assigned IP address 192.168.1.9 

- E6 is a switch port and connected to the management terminal 

- E3 is a router port with IP 100.0.0.2 which is connected to remote 10RX. This interface acts as the 

WAN interface for DX940 

- E4 is a local LAN port for receiving layer 2 GOOSE Frames 

 

3.0 Define IP Addresses on 10RX 
On a 10RX, if this is a new unit the factory default IP address is 192.168.1.2. Below screen shot is the factory 

default settings view of 10RX. 

 

 
 
Now enable port Gi 3/1 to allow remote connectivity with the DX940. This is a 3 step procedure.  

- Ensure Gi 3/1 is “down” administratively.  

- Now change the port type to “Router port”. Click “Apply”.  

- Now change admin state to “Up”. Click “Apply”. 

 

Ensure the port link status turns green indicating the operational status as UP. 
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Now enable port Gi 3/2. This is the port in local LAN that would receive L2 GOOSE frames from the master 

station. All GOOSE messages received on this interface would be tunneled into UDP and sent to remote 

DX940.  

 

Enabling Gi 3/2 is a single step procedure. Simply change Admin State of Gi 3/2 to Up and hit “Apply”. 

 

 
 
Ensure the port link status turns green indicating the operational status as UP. 

 

The last step in IP Address configuration is allocating IP address to the Gigabit WAN port Gi 3/1. In our 

network example this has been assigned 100.0.0.1. Select Gi 3/1 from Interface ID drop down. Specify the IP 

Address and Subnet mask and click “Modify”. 
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4.0 Define IP Addresses on DX940 
On a DX940, if this is a new unit the factory default IP address is 192.168.1.2. In our configuration example 

we have changed default IP to 192.168.1.9. 

 

First change the Admin Status of ports E3 and E4 to Enabled. Click “Apply Settings”. Port E3 is a router port 

that would be connected to the remote end 10RX. Port E4 would be a local LAN port from where GOOSE 

Frames would be received from the RTU. 

 

 
 
Since port E3 would be a WAN port it needs to be changed to unbridged mode. Change “Bridged?” to No and 

hit “Apply Settings”. 

 

 
 
Allocate IP address 100.0.0.2 to the port E3. 
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Ensure the IP connectivity between the two systems by running a ping from 10RX terminal to remote DX940. 

 

Login to a 10RX from management station ssh manager@192.168.1.2, run ping 100.0.0.2. It should pass. 

 

 
 

5.0 GOOSE Tunnel Settings on a 10RX 
Setting up GOOSE tunnel on a 10RX requires a user to enter 3 parameters: 

- The interface over which GOOSE Frames would be received from the local RTU 

- The multicast MAC address of those messages 

- The remote IP to which GOOSE messages need to be tunneled across. 

 

In this example GOOSE messages with MAC address 01:0c:cd:01:00:00 would be received on Gi 3/2 and need 

to be tunneled to remote DX940 IP 100.0.0.2. 

 

mailto:manager@192.168.1.2
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6.0 GOOSE Tunnel Settings on a DX940 
Similar to the configuration on 10RX, DX940 requires a user to enter 3 parameters: 

- The interface over which GOOSE Frames would be received from the local RTU 

- The multicast MAC address of those messages 

- The remote IP to which GOOSE messages need to be tunneled across. 

 

In this example GOOSE messages with MAC address 01:0c:cd:01:00:00 would be received on E4 and need to 

be tunneled to remote 10RX IP 100.0.0.1. 

 

 
 

Once the configuration is complete, you can test the sample network by sending GOOSE messages from one 

of the RTUs connected to DX940 and ensuring that the same messages get delivered to the master connected at 

10RX. Use protocol analyzer feature on both 10RX and DX940 to ensure proper GOOSE tunneled messages 

are received. 

 

Login to a 10RX from management station ssh manager@192.168.1.2. Execute the below command to see live 

capture of GOOSE Frames on receiving interface Gi 3/2. 

 

mailto:manager@192.168.1.2
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You can observe in the above capture, a GOOSE Frame with ethertype 0x88b8 is received on the interface Gi 

3/2. Now stop this capture by pressing “q”, and start similar capture on the WAN interface Gi 3/1. 
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Here you can observe the GOOSE Frames are encapsulated in UDP packets with default port 54321. 

 

You can capture the similar packets at the DX940 end as well. Login to a DX940 from management station ssh 

manager@192.168.1.9. Start the monitor by running the commands as shown below. 

 

 

mailto:manager@192.168.1.9
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This verifies that end-to-end GOOSE tunnel is through. Now the next step is to encapsulate these GOOSE 

UDP messages into an IPSec VPN tunnel. 

 

7.0 IPSec Settings on a 10RX 
IPSec VPN is a way of tunneling encrypted data over a WAN connection. Configuration of IPSec requires 3 

major steps to be completed: 

- Specifying which traffic needs to be sent over this tunnel. In our sample example, the only message is 

GOOSE UDP message generated by these routing devices themselves.    

- Exchange of security keys between the two endpoints. These keys are used to encrypt the data exchanged 

between the two end devices. The end points here are 10RX and DX940. 

- Creation of security association between the two end points. This basically creates a tunnel between them. 

 

Corresponding to these steps above there are webpage that need to be configured on a 10RX.  

 

First in order to specify the traffic that needs to pass that tunnel, an access list needs to be created. 

 

Access list has following mandatory parameters: 

- ACL Name  

- Type of protocol that needs to be sent over the tunnel. In our case since this is a GOOSE UDP message, 

the protocol would be UDP (17). 

- Source IP address of this traffic. In this case it is 100.0.0.1 which is the IP address of Gigabit WAN 

interface. 

- Destination IP address, which is 100.0.0.2. This is the IP address of the remote end DX940. 

 

 
   

Second step is to set up security key exchange between the two end points. The protocol used for key exchange 

is IKE (Internet Key Exchange). Following information needs to be filled in: 

- Name of the IKE profile. A profile is a collection of IKE parameters 

- Type of encryption chosen. It is 3DES in this case. 

- Type of Hash algorithm chosen. It is SHA-1 in this case. 

- The Diffie-Hellman group. 2 in this case. 

- Rest options can be left default. 
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The third step involves creating an IPSec tunnel between the end points. Following are the procedure steps for 

this configuration: 

- Setup IPSec proposal between the two end points. This basically specified the encryption protocol and 

Hash to be used for the messages 

- Bind the IKE settings, IPSec profile settings and ACL via the means of a crypto map. 

- Specify the tunnel end point IP addresses and Passphase between them. 

 

  

  

The below screen shot shows creation of crypto map. 
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Lastly in order to interop with DX940, 10RX needs to support IKEv1 as the key exchange protocol. IKEv2 is 

the default latest standard it supports, however in order to be backward compatible with existing 

implementation, user can set up the version 1 of IKE protocol. 

 

In order to setup version 1, login to a 10RX from management station ssh manager@192.168.1.2. Execute the 

below command: 

 

 

8.0 IPSec Settings on a DX940 
 Similar to the configuration on 10RX, the IPSec on DX940 requires a user to enter 3 parameters: 

- VPN Profiles to specify IKE parameters and encryption types 

- Peer to peer authentication scheme involving password or certificates 

- Setting up of VPN tunnels between the end points. 

 

As the first step, a user is required to set up the VPN profile. The configuration parameters should match with 

the ones at the remote end 10RX in order for the negotiations to be successful. 

 

 
 

Second step is to specify authentication parameters. Here as well please ensure the settings should match 

the ones at remote end 10RX. 
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Finally set up the tunnel end point IP addresses and bind the profiles and protocols together. Here the 

source IP address is the local IP address of DX940 for the WAN interface. Remote IP is the address of 

remote 10RX WAN interface.  

 

User can choose protocol to be “any” or GRE based on the type of traffic that needs to be encapsulated 

within IPSec tunnel.  

 

Also user can choose to keep tunnel always UP which means even in case there is no user traffic that 

flows through the tunnel, it would be kept up.  

 

 
 

10.0 Configuration verification 
Once all configuration parameters are entered, it can be verified whether the IPSec tunnel has successfully 

come up between the two devices and the GOOSE messages are actually encrypted over that tunnel. 

 

First user needs to check if the two end points have setup an IKE security association. This means whether 

the internet keys have been exchanged or not. 

 

On 10RX, below two screen shots indicate the Cookies exchanged between IKE initiator and responder 

and association ID. The second screen displays the tunnel end point parameters. 
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On DX940, following screen display the VPN status and tunnel end point parameters: 
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Finally similar to the step 6.0, login to a 10RX from management station ssh manager@192.168.1.2. 

Execute the below command to see live capture of GOOSE Frames on receiving interface Gi 3/1. 

 

 
 

It can be seen above that the GOOSE messages are now encapsulated within ESP header which is the 

standard IP Header for IPSec tunnel encapsulation. 

11.0 Download and Support Information 

The latest MNS-DX and MNS-INOS manuals and firmware files are available at the following URL: 

https://garrettcom-support.belden.eu.com. 

For technical questions, support, quote, contact details and RMA requests, please visit 

http://info.belden.com/garrettcom/technical-support 

https://garrettcom-support.belden.eu.com/
https://garrettcom-support.belden.eu.com/
http://info.belden.com/garrettcom/technical-support

